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Key Message

Society depends on software.

As software professionals we have an obligation to produce reliable,
secure software.

The met hods exi st to achieve this g

Software quality professionals should help shift the profession from its
ad-hoc, -ifint egsutal i t yo mindset, towards
Abuwihmdgqgualityo approach.

—— Efficiency, Quality, and Agility

=== Software Engineering Institute | Carnegie Mellon

© 2010 Carnegie Mellon University



Team Software Process (TSP)

TSP is a process that is specifically designed for
software teams.

| t 6s purpose iIis to help t
A plan their work
A negotiate their commitments with management
A manage and track projects to a successful
conclusion
A produce quality products in less time

A - achieve their best perfo
mar cho ending
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TSP Quality Improvements at Microsoft

Background information
Post code complete defects

A two consecutive releases of

the same system Phase Version | Version
2.4 2.5
A same six month schedule | .
ntegratlon 237 4
A same seven member team Test
A similar functionality produced System Test 473 10
User
A TSP used on release 2.5 Acceptance 153 3
Test
Total 1072 17
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Quality Improvement at Intuit

From data on over 40 TSP teams, Intuit has found that

A sixty percent fewer defects after code-complete
A post code-complete effort is 8% instead of 33% of the project

A standard test times are cut from 4 months to 1 month or less

TSP Development
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Quality and Work-Life Balance

Finding and retaining good people is critical to long-term success.

Intuit found that TSP improved work-life balance, a key factor in job
satisfaction.

Results at Intuit: Improved Work-Life Balance

* Half as many weekend source check-ins
(<3%)

* Reduced $ on dinners as measured by PSS -
“Pizza Slices Served”

12,000 pizza slices

served last year —

\AS . .
~30 pizza slices
this year
TSP helped improved employee work life balance Source: Intuit
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TSP Quality Performance

In a study of 20 projects in 13 organizations TSP teams averaged 0.06 defects per thousand
lines of new or modified code.

Average Defect Density of Delivered Softwal

8 _
7 -
6 -
5 -
4 -
3 -
2 a
L1 -7 /
0 | _—
CMM CMM CMM CMM CMM TSP
Level1| Level2| Level 3| Level4 | Level5
m Defects
per KLOC 7.5 6.24 4,73 2.28 1.05 0.06

Source: CMU/SEI-2003-TR-014
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Topics

How is software quality managed today?
What motivates and convinces software teams to manage quality?

What methods should software teams use to manage quality
throughout development and testing?

What data should teams collect?

A How is the data used by development teams and QA?

A What leading indicators can be used to identify quality problems early in
development?
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Software Industry Quality Performance

The quality of software products is worse than
most other hi-tech products.

Many important software products have 1 to 2
defects per thousand lines of code, or higher.

A operating systems
A communications systems

A database systems

Application software is usually worse.
Depicted above: Linux system crash

screen on an Airbus entertainment
system
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Software Industry Quality Strategy

The software industry is the only modern high-tech industry that relies
heavily on testing to remove defects.

Many software defects are found in or after test when defect removal
costs are the highest and the methods are the least effective.

This strategy results in defective products and unnecessary rework that
Inflates development costs by 30% to 40% or more.

This strategy is also a principal cause of unexpected delays, system
failures, and software security vulnerabilities.
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Software Quality Practice

Formal inspections are not widely used.
A Peer review by another developer is the most common review practice
A Often only the fAcritical 0 code 1 s r ¢

Al nspections arendt measured or manaq

Quantitative quality management is not common practice.
A Quality plans are generally qualitative not quantitative.
A Defects generally arendot counted bef

A Quality cannot be managed or tracked before testing begins due to a
lack of plans and data.
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To Engineer is Human®

Software engineering is the art of turning
ambiguous requirements into precise instructions.

On average, most software developers inject one
defect in every 7 to 12 lines of code.

Typically 20% to 25% of these defects escape into
system testing where they will take 1 to 2 days each
to find and fix.

* To Engineer is Human: The Role of Failure in Successful Design, by Henry
Petroski.
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The Risk of Poor Quality

Computers are involved in nearly every "If GM had kept up with technology

aspect of our lives. like the computer industry has, we
would all be driving twenty-five

While computers are very reliable, software | dollar cars that got 1,000 miles to
IS not. t he ¢ a BillGates i

The risk of loss of life or property is "If GM had developed technology

increasing due to software in ke Microsoft, we would all be
driving cars eéethapat

A medical and healthcare systems whatsoever would crash twice a
d a y ®eneral Motors

A financial systems

A network and communications systems
A aircraft and air traffic control systems
A

power generation and distribution
systems
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The Cost of Poor Quality

Without reviews or inspections a 50,000 Software Development Cost
LOC system has

M Development Costs M Testingand Rework

A 20+ defects/KLOC at test entry
A that is 1000+ defects

A at the typical 10+ hours per defect,
that is 10,000+ programmer hours to
find and fix

The cost of removing these defects is
about 5 programmer years, or nearly
half the cost of developing 50,000 LOC.
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Why Testingl snot Enough

Overload
Configuration \ Hardware
& failure
ks | System
Unexpected _p» A
condition P ‘ attack
Vi
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Resource /
contention Operator
error

Data error
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Software Quality Management

| BMG0s Dr . HarHaw d |y osu skanadw tihat you
defect Iin system test?o0

ARYOUu never find the first one. 0

If you want a quality product out of test, you must put a quality product into
test.

How do you put a quality product into test?

Measure and manage quality at every step, from requirements through
system test.
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Early Defect Removal Strategy

1000 ~

900 -~

800 -

700 ~

600 ~

500

400 -

300 -

200 -~

100 -~

Defects Removed in Phas

e

Requirements Design Review Code Review  Unit Test System Tesi

Inspection

and Inspection and Inspection

=== Software Engineering Institute | Carnegie Mellon

Efficiency, Quality, and Agility

© 2010 Carnegie Mellon University




Topics

How is software quality managed today?
What motivates and convinces software teams to manage quality?

What methods should software teams use to manage quality
throughout development and testing?

What data should teams collect?

A How is the data used by development teams and QA?

A What leading indicators can be used to identify quality problems early in
development?
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Commitment to Quality

AThe system test enginc~ " > haae 2o
convinced that TSP was worthwhile when ol =
they realized that they were going from
tracking down software bugs in the lab to
just confirming functionality. Our first
project: certified with ten times increase in
guality with significant drop in cost to
develop. Follow-on project: certified with
NO software defects delivered to system
test or customer. o

AMy f i sbasdd tednbrecently
finished their system test. They had
three system test defects in 7400 lines of
new code. No defects were code- or
design-related; they were either install or
documentationd each of which took
about five minutes to fix. System test
took less than five percent of the overall
project effort. o
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Catch-22

To use new methods, software professionals must believe the methods
will help them do better work.

To believe that, they must have used the methods.

To break this conundrum, TSP has a course where professionals

A use new methods to write several small programs

A plan, measure, track, and analyze their work

They then learn from their own data that the new methods work.
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Learning to Develop Software

In computer science and software engineering education,
A the emphasis is on technical knowledge and individual performance.
A evaluation emphasizes code that runs, not how the student got there.

A the prevailing ethic is to code quickly and fix the problems in test.

Developers then use these same practices on the job resulting in
A missed commitments
A lengthy testing schedules
A buggy software
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Personal Software Process

The PSP is a process for structured personal tasks.

Developers learn PSP in a hands-on course where they use a defined and
measured process to estimate, plan, track, and manage quality.

This leads to
A Dbetter estimating, planning, and tracking
A protection against over-commitment

A a personal commitment to quality

The training provides the self-convincing evidence of the benefits that
developers need to use these methods in practice.
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PSP Learning Stages

Team Software

Process

Areambuilding

ARisk management

Aroject planning and tracking

.PSPZ PSP2.1 Introduces quality
Design templates management and design

Kode reviews
/ Mesign reviews |

PSP1 Eif p.lgnlnmg Introduces estimating and
Asize estimating ASchedule planning planning

Arest report

PSPO.1 L
PSPO /Coding standard Introduces process discipline
ACurrent process MProcess improvement proposal and measurement
ABasic measures ASize measurement
]

Developers write one or more programs at each PSP level
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PSP Effort Estimating Accuracy

40

PSP O

20 -

Majority are under-estimating

0 -
46200% -100% 0% 100%

: PSP 1
Balance of over-estimates and under- |

estimates

-200% -100% 0% 100%

Much tighter balance around zero

-200% -100% 0% 100%
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810 developers

Defect

reduction
1Q: 80.4%
2Q:. 79.0%
3Q: 78.5%
4Q: 77.6%
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